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1. Introduction

Quality of service issues have first been discussed in relatitm the performance of
communication networks. However, for understanding end-to-end performéreedistributed
system, it is important to also consider the performance aappécation level, of the different
components of the distributed application, as well as the qualdgrofce view of the user. Most
work on quality of service management at the application level has dmee for applications
involving access to distributed multimedia databases, such as video-andieiihe same QoS
issues apply also to electronic commerce when users accestlag cahich may include
multimedia information in addition to the hard-core data elements) as name and price of the
product. In this paper, we identify various issues related to quaflitservice management for
electronic commerce applications, and concentrate on one of thesayribe selection of a server
from a pool of servers in order to optimize the overall cost-paidace of the system and the user's
satisfaction.

The paper is organized as follows. Section 2 reviews QoS aifi, its categories and
dimensions in distributed systems. In section 3 we look at the €308s (QoS specification and
provision) in the specific context of electronic commerce. 8Sectl describes a scalable
architecture for QoS management for the electronic commerceaiiphs.

2. QoS Specification

Quality of Service management on an end-to-end basis means thetethexpresses his
wishes such as the quality he wants or the cost he is willipgytoQoS specification deals with the
definition of the requested QoS level, provided by the user or by the appligrogrammers. It
can be offered through a specification language or an adequate mteifawing the user to
express how he perceives the quality of the provided service. Qoicspiien is made according
to different dimensions belonging to QoS categories sugeré®mance or cost. A dimension can
be defined as a qualitative or quantitative attribute of a catggoolund, 1998]. An example of a
dimension in theperformance category isresponse-time. In most existing QoS approaches,
categories and dimensions are performance-oriented. They were liyememposed in the
framework of distributed multimedia systems to support audio and vidaasfer with
synchronization constraints.
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Emerging applications, such as electronic commerce, heath-agaplications, digital
publishing or data mining, integrate large amounts of new types ofwddtdn are large-size,
heterogeneous and/or time-dependent. High volumes of data are locatedveral sites
interconnected through different communication networks and potentiallgsacteising mobile
computing equipment. Information discovery becomes a hard task, oftérating while getting
poor and irrelevant data with unacceptable response time. Thatdeadsvision of the traditional
assumptions of QoS specification, to a broader definition of Qubta new issues for QoS
provision. The traditional categories and dimensions of Qo0S, such asnpemte, time or cost,
should then be revised and extended to integrate the concepts of data quality ,of data source
as well as the quality of provided services such as searctegsts data transfer or data
presentation.

Traditional categories and dimensions for QoS specification have He&ned to
characterize non-functional properties of services provided for theedeof multimedia streams
in distributed systems. They generally include pldormance, reliability and security categories.

In different systems and prototypes we can find specific dimensiodsfine each category. The
performance category may include the following dimension®sponse-time, delay, latency,
throughput, number of transactions per second (TPS). The reliability categasy include the
following dimensionstime-to-failure, time-to-repair, or number of failures. We refer the reader to
[Koistinen, 1997] for an interesting literature survey on dimensfongeliability. The security
category can include the following dimensioasonymity, encryption, and authentication.

Category Dimensions

response time
delay
Performance latency
throughput
transactions_per_second

time_to_failure

Reliability time_to_repair
number_of_failures
Anonymity
Security Encryption

Authentication

Table 1: Traditional categories and dimensions for QoS
specification
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In the framework of the Total Data Quality Management (TDQ&&garch program, Wang
and al. [Wang, 1996] propose a methodology to deliver high-quality informatioducts to
information consumers. They investigate data quality definitions, modatidgcontrol in order to
integrate quality in the different phases of the data life cyldiey have identified four categories
and fifteen dimensions for data quality (D@)trinsic DQ defines if data are in conformance with
actual values and includes the following dimensicexuracy, accessibility, believability and
reputation. Accessibility DQ defines if data are available or obtainable and includes tessaand
security dimensionsContextual DQ defines if data are applicable and pertinent to the tagkeof t
user and includes theelevancy, value-added, timeliness, completeness and amount of data.
Representational DQ is related to the format and the meaning of data anddeslthe following
dimensions: interpretability, ease of understanding, concise representation and consistent
representation. The categories and dimensions defined in the context of thigaeseaject are
very pertinent to extend the concept of Quality of Service in largke glistributed systems. These
definitions can be seen as core categories and dimensions to shecifgta quality part of QoS
specification.

Category Dimensions

accuracy
accessibility
Intrinsic believability
reputation
Accessibility access
security
relevancy
value-added
Contextual timeliness
completeness
amount of data
interpretability
ease of understanding
concise representation
Representational consistent representation

Table 2: Categories and dimensions for data
quality in TDQM

The quality of data sources refers to characteristics ofceepioviders such as database
servers, continuous-media file servers, brokers or catalog man&gdnsing the quality of a data
source can be derived from both the quality of the data provided by thisaatce and from the
non-functional properties of the data source such as performanedjlitglior security. As we can
see while using the Internet, we generally rate web servesgach engines according to the
believability, accessibility or completeness of the data they prosgdevell as according to the
performance or security provided by the system.
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The quality of provided services refer to non-functional propertiesenofices provided by
computers. Categories and dimensions related to provided servimegl\stiepend on the service
type. Nevertheless, we can attempt to identify them for easduatictions such as search, transfer
or presentation. Quality of a search service is determined by thigygqiahe results of the search
and the quality of query formulation framework [Dreilinger, 1997]. & then evaluate and
guantify search strategies according to the following dimensigusy formulation, language,
ranking algorithms and duplicates removing.

The quality of transfer can be evaluated accordinggli@bility, security and performance
categories previously presented. Quality of presentation depends gpelaf tata to be displayed.
In distributed multimedia systems, interesting work has been comdtmtsupport high quality
presentation of multimedia documents respecting the spatial and &nepastraints defined for
multimedia documents [Vogel 1995, Bochmann 1997]. These presentation icbsstiduce some
performance constraints such as ttieroughput for the communication network. The quality of the
presentation also obviously depends on the quality of the data and mofeahecelated to the
representational DQ category and theoncise representation dimension. We believe that it would
be important to refine this dimension in order to precisely defimeensions such afrmat,
resolution, or frame-rate for multimedia data.

Category Dimensions
guery formulation
Search language

ranking algorithms
duplicates removing
Presentation spatial constraints
temporal constraints
format

resolution

frame-rate
Table 3: Categories and dimensions for quality of provided
services.

This set of QoS categories and dimensions should be the basis fdedigm and the
development of a user-oriented QoS specification tool [Hafid 1996].tdbishould allow users to
set up QoS profiles and contracts defined along specific dimensionsasegbries. User QoS
profiles and contract should integrate the relevant categories aedsions, the domain definitions
for dimensions, as well as the ordering relations on domains, dimerasmmhgategories. QoS
profiles and contracts strongly depend on the type of target applicatimhgredefined QoS
profiles should be defined by the application developers or system adatorist These predefined
QoS profiles should then be specialized to the specific needs ofethe us
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3. Quality of Service in the Context of Electronic ©@mmerce application

For Electronic Commerce, we identify the following pertinent gattees and dimensions: (i)
performance, reliability and security for both data sources andda\services; (ii) intrinsic DQ
and more specifically the accuracy and reputation dimensionstefiiiesentational DQ and more
specifically concise representation, and consistent representati@msions; (iv) accessibility DQ
and more specifically the security dimension; and (v) multimediaeptation quality. In what
follow, we describe the typical electronic shopping model and thede@@bS issues.

3.1 Typical electronic commerce shopping Scenario

The diagram in Figure 3.1 shows the different steps and possibleipatigical electronic
commerce shopping session. Each individual request in a session corretpoad3CP/IP
connection establishment with a merchant server, followed by et ¢hink time, another request
and so on. When a client connects to a merchant server, hegshied@ives the merchant front-end
page. After that, the client can do a search or browse a wartiproduct information. While
browsing the client can use the shopcart to keep track of sel@ctddcts. The application gives
also the possibility to prepare an order and to execute a paymertlidiitesession may go along
for a long time extending over several TCP/IP connections. Serveps tkak of the clients
previous requests by retrieving the so-called web cookies storeceatsttnachines.

Register

Prepare
Order

Figure 3.1 Client shopping session
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3.2 Quality of Service Issues

Information retrieval through browsing and searching represents the p@t of an
electronic shopping session. The performance with which this operataarried out has a direct
impact on the user’s satisfaction and the reputation of merchast §he response time is defined
as the time the user spends waiting for a request to be complgisdesponse time depends on
factors like the server capacity, the available network bandwidtieke the client and the server,
the size of the requested information, and the complexity of tiheese While some requests just
require the transmission of an HTML page, other requests, likestance a payment transaction,
necessitate a lot of processing (ciphering/deciphering) and exteradtbns (payment gateways
and banks).

While the response time expresses the performance level withh iliecinformation is
delivered to the user, the quality of the delivered informatiornsis @ery important. When a user
for example issues a search request for some information intal dilgrary system, the quality of
the results will depend on the quality of the search (depth aedrfd), the type and quality of the
information (audio/video/text/etc.), and the quality of information s@urce

Most of the existing electronic commerce applications enable nmescha keep some
information related to their clients (session information, ideatifon, preferences, etc.). An
important aspect of the quality of service will then be the lefelecurity offered to users. Users
have to be able to specify the level of discretion they want for pleesonal information from
unauthorized listeners and from undesired usage by merchants. Diffisestwill have variable
concern about the security issue. In general, users need to haearauwtierstanding of the
available security categories to choose from. This may includeetle of security offered for
personal information, the legal guarantees on possible usage of tls@ingdeinformation, and the
degree of confidence in the authentication process.

The nature of electronic commerce application as described aboeyiglifferent from
distributed multimedia applications. A shopping session in fact camdm@aterized by short and
frequent requests, variable think times, and an undefined number of teegues hence an
undefined session length. The above considerations make the quality o€ ggawision in the
electronic commerce slightly different from traditional QoS priavisnechanisms. From a practical
point of view, it is not reasonable to have a QoS negotiation befomy esguest. Another
important issue is how and where to store the information on tke m®file and server
performance. The client QoS profile can either be stored durgigtration time at the server, or
sent on request from the client side. We think that it is negedsaintroduce QoS-aware
intermediate nodes (QoS-brokers) between clients and servensdie tize QoS related issues. The
QoS negotiation process should then be carried out implicitly whilelitet is locating a server.
Before connecting to any server, the client has to go first thro@bSabroker to specify his QoS
requirements (for example, a maximum tolerable response #as¢d on the required QoS and the
implemented server selection policy, the broker chooses a serveeads back its address to the
client, or directly forwards the request to the selected serve

www.manaraa.com



4. Scaling electronic commerce applications

An Electronic Commerce (EC) application is a set of cooperatiagepi of software that
may or may not be on the same machine. A typical application wdbb®wosed of a WEB server
that talks HTTP with client’s browsers, a merchant datalzastpne or more EC servers. The role
of the EC server is to implement the logic of the supported shopping .mAaddtC server then
parses and checks client requests, generates and executes appoyaiege to the database,
formats and forwards the results to the client through the WBRIS€EC servers can be organized
so that they can handle all types of requests (registration, browpsiyigent, etc.), or specialized in
a particular type of requests. Each application then could suppodrasconcurrent requests as the
number of running EC servers, but such level of saturation may notsaebebe acceptable if the
system wants to operate in acceptable QoS limits. When thieesbeecomes popular, it has to be
replicated to enhance its availability, performance and religbiin a single server architecture,
clients know the server address and contact it directly. In egpticindependent architectures, each
replica has its own real address, and users choose which sews tiften from a given list of
servers depending on the geographical proximity or individual affiliationinter-dependent
architectures, clients connect through a virtual server address intermediate node that forwards
their requests to the real servers based on a particular sszlemtion policy. We call such
intermediate nodes QoS-Brokers when they consider QoS issues isdleetion policy. A QoS-
Broker is then a public front-end server, that uses up to datenafian on the state of real servers,
to maximize the capacity of the overall system while meeting @g8irements. The broker has
three main functions, interactions with clients, server momigprand server selection. The broker’s
interactions with clients represent the negotiation protocol in a borlented architecture. It
defines how clients can specify and communicate their QoS requirelfuesetr profile). The user
profile information has to be stored in a place where it wilabailable for the negotiation process.
Also users may be grouped into different categories that has sashntQoS requirements.

4.1  Server Monitoring

The broker needs static and dynamic information on each supported $eitvar.static
information could be supplied during registration to the broker. TH@rration may include the
server's real address, its capacity, the type of requests supparid the desired operating
thresholds. Once a server and a client are connected, the deagittnwill depend on the load of
the server, the size of the requested files, and the statire afetwork connection between the
client and the server. To keep the broker up to date, either treerséave to push periodically their
performance to the broker or the broker has to request that informHtwill be very helpful then
if the next generation of electronic commerce servers could suppetaralard performance
reporting capability.

4.2  Server Selection and Load Balancing

Once a service is replicated, the main concern becomes howethis can locate the best
server to use. A broker-based architecture offers transparettoy tlients, the latter needs to know
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only the address of the broker, while the real servers may comeg@ndansparently. The
interaction with the broker can take one of several forms:

1. Clients can choose to go through the broker for every request aoiebkiee forwards the request
directly to a server. In this case, the broker has completeot@vier where the client requests are
serviced, and then he could make sure that the load is evenly sharedrbéte different servers.
The main drawback of this scheme is that the broker itselfildmetome a serious bottleneck. Also
when a user session is split between different servers, sdalhgiques that anticipate user
requests, like for instance caching and prefetching, may not perfoimTies scheme is the one
actually used in commercial product like the IBM eNetwork Didpat and the CISCO
LocalDirector. One of the reasons for this is probably thatifgementation does not require any
changes to the current HTTP protocol between clients and servers

2. Clients ask for a server to be used for a complete sessiansdi@ma reduces the burden on the
broker since each client interacts with him only once for eacliosed$owever, when the session
time becomes variable and long, the broker may loose track of the nofmblénts assigned to
servers, and hence the expected load on them.

3. Clients ask for a server to use for a certain period d,tira. the name to address resolution has
a time-to-live value (TTL). In this scheme the broker can ptetle load on each server in the near
future through its control of the TTL value while avoiding to someraxie be a bottleneck. The
optimal TTL estimation may be very difficult to define, but a gostihgate can be derived from the
actual observed values of server performance and client accesagpatt

The broker main function, and probably most difficult one, is the sesslection. Server
selection can be done based on static variables, geographic proximdgnammically based on the
status of the servers and the changes in user access patteriislioMiag approaches could be
proposed:

- Random selection

- Least number of connections (requests)

- Number of connections per second

- Number of active connections

- Round-Robin

- Weighted percentage between servers with different capacities
- Maximum number of connection (pre-measured capacity limit)

- Geographical proximity between client and server (client |Peadjir

- Tilmg c))f day (to anticipate peak hours, and also to profit frdle servers on a far site in the
globe

- Dynamic measured server response time
- The status of the link between the server and the client

5. Conclusion

The successes of electronic commerce will depend on the ove@lbffered to its clients.
It is necessary to identify first of all what types of QoSdhiebe considered, and how could it be
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provided in such context. The overall QoS includes the quality of inf@mathe quality of
information sources, and the performance by which it is deliveredets.u#/e discussed in details
in this paper the different QoS categories and dimensions and how ke thidy could be
considered in the context of electronic commerce. QoS managameives cooperation between
the server side and the client side. The objective is to provirdenawork in which client’s specific
QoS requirements are considered and servers’ architecturesadabls. We proposed a broker-
oriented architecture that can handle user requirements and sealneg sransparently from each
other. An electronic commerce shopping session can be charattéyzehort and frequent
requests, variable think times, and an undefined number of requesteranelan undefined session
length. The broker interactions with users and servers have to igeetesarefully with regards to
the nature of the electronic commerce shopping.
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